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This research develops a novel, multi-dimensional model to investigate the
electronic readiness of customs organisations for adopting blockchain
technology. Recognising Customs’ pivotal role in global trade facilitation, this
model systematically assesses an organisation’s preparedness across five critical
dimensions: organisational, individual, technological, environmental, and
managerial. This framework offers a robust tool for evaluating the key factors
influencing the successful integration of blockchain within customs operations.
The Islamic Republic of Iran Customs Administration serves as a specific case
study, demonstrating the model’s applicability in a real-world context.
Employing a descriptive and exploratory approach, 44 customs managers and
IT professionals and 17 blockchain experts participated in the case study. Data
collection involved both literature reviews and field methods, with a researcher-
designed questionnaire. The questionnaire data were analysed statistically.
Literature reviews and interviews with blockchain specialists informed the
dimensions and criteria for the questionnaires. Subsequently, paired comparison
questionnaires gathered insights from blockchain community managers and
laboratory experts of the Sharif Blockchain Laboratory. The Analytic Hierarchy
Process (AHP) method was employed to analyse this data, determining the

relative weights of each criterion and sub-criterion.

1. Introduction

1.1. The global supply chain
As observed by Jomthanachai et al. (2021, as cited in Jasrotia et al., 2024):

In the era of global supply chains, the focal firms', suppliers
and customers are geographically dispersed, and forward and
reverse supply chain processes become very complex.

As emphasised by Tse and Tan (2012, as cited in Jasrotia et al., 2024),
‘visibility issues in tracking, traceability and transparency in the supply
chains with an increase in the lengths of their tiers, intermediaries and

1 A focal firm is the central, dominant company within a supply chain that exerts significant influence and control over its operations and
direction.
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markets’. A research report by Deloitte (2021, as cited in Jasrotia et al.,
2024) highlights that ‘the major obstacles presented by sustainability driven
competitive advantage are fragmented and disconnected systems, and
isolation among supply chain partners’. The report emphasises end-to-end,
stage-wise collaboration among all the value chain stakeholders based on a
data-driven and integrated approach to a sustainability footprint modelling
in which sustainability impacts can be visualised. The stakeholders also
become concerned whether the data shared with them are appropriate or
not (Deloitte, 2021). A study by The World Economic Forum, The World
Bank and a United States financial services firm found that reducing barriers
to inefficient business processes could increase world trade by 15 per cent
and global gross domestic product (GDP) by S per cent (Van Kralingen,
2017).

1.1.1. Customs: A critical gatekeeper

Customs plays a crucial role in facilitating faster movement of
international goods passing through ports (Anderson et al., 2009).
According to Anderson (2009, as cited in Caballini & Benzi, 2023):

It is widely recognised that port administrative procedures,
including customs and security inspections, potentially affect
time and costs incurred in shipping goods across borders,
reflecting the competitiveness of the entire supply chain.

To make the global supply chains of the future more efficient, Smart
Customs must minimise customs clearance time and costs, while
intelligently managing inbound and outbound goods and vehicles.
Disruptive technologies, in particular blockchain, the Internet of Things,
artificial intelligence and machine learning, need to be used in combination
to improve efficiency and transparency. Furthermore, numerous elements
such as cybersecurity, data collaboration, and identifiers need to be
considered when implementing innovative solutions (World Customs

Organisation [WCO] & World Trade Organization [WTO], 2022).
1.2. Blockchain

For tracking along the supply chain of goods to connect documentation
from one actor to another, blockchain is the preferred technology to fight
information asymmetry (Francisco & Swanson, 2018). Blockchain
technology is best known for its use as the basis for cryptocurrencies, but it
has a variety of other uses (Fill & Meier, 2020). Wiist and Gervais (2018, as
cited in Stopfer et al., 2024) define a blockchain network as ‘a public (or
private) decentralised and networked ledger with an interlinked and
encrypted chain of records across an enterprise network’. Through this
decentralised structure, no-one solely owns or regulates the public
blockchain. Each record is considered as a unique block, due to a timestamp
and a hash value of the previous block. According to Fill and Meier (2020,
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as cited in Stopfer et al., 2024), “This makes the document incomprehensible
to the public, but the authorized recipient can interpret and use the data’.

Another term to characterise blockchain technology is ‘smart contract’: a
computer protocol allowing the execution of contracts without the
involvement of third parties. As stated by Okazaki (2018), “The advantages
of blockchain technology are: time and cost savings, more secure documents
made even more robust through encryption, and sharing within the
network’.

1.3. Transforming customs operations

Blockchain’s potential to facilitate customs processes is multifaceted, from
customs clearance to interagency cooperation, certification, identity
management, compliance management, revenue collection and post-
clearance audit. Through this technology, the same copy of a ledger is
instantly available to all parties at different nodes in the most updated,
trusted, secure and immutable manner, obviating the need to maintain
separate ledgers by each party as per the current practice. Considering the
potential of blockchain, the WCO and the WTO have been exploring the
use of this technology in the customs domain for the last few years (WTO
and WCO, 2022). According to a report by the WTO and WCO (2022, p.
45):

...blockchain/DLT is still in an experimental phase for
Customs, with around a third of customs authorities who
responded to the survey testing it through proofs of concept
(22 Members) and pilot projects (15 Members) using mainly
private (permissioned) blockchains, while only two Customs
administrations (Argentina and Uruguay) have reported a full
deployment of this technology. Twenty-six Customs
authorities have plans for this technology in the next three
years, while another 45 Members have indicated that they have
no plans in place yet.

It is inevitable that blockchains will soon become an integral part of
Customs. According to Okazaki (2018), the impact of this on customs
administrations will be that:

(i) Customs will become more data-driven. Through their
participation in the blockchain, Customs would be able to
collect the necessary data in an accurate and timely way (all
data tied to the commodity like seller, buyer, price, quantity,
carrier, finance, insurance, status and location of the
commodity, etc.).

(ii) Customs may become part of the blockchain and become
more embedded within trade processes. Data conveyed by the
blockchain could be integrated automatically into Customs
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systems and checked against the data submitted by traders and
transporters. In a more integrated version, Customs could even
automatically clear the goods within the blockchain itself.

(iii) Blockchain can enhance revenue compliance and
cooperation between Tax and Customs. The automated access
by Customs to data lodged in export countries’ systems will
encourage revenue compliance in import countries. This
would help Customs with issues around valuation and transfer
pricing and underpin further cooperation between Tax and
Customs authorities.

(iv) Blockchain can help Customs to better combat financial
crimes. Customs and relevant authorities would be updated
regularly on events occurring within the banking system that
could be misused to conceal illicit financial flows. The iterative
comparison between trade data submitted by operators and a
capital transfer recorded by financial institutions would lead to
a greater probability of detecting financial crimes.

The blockchain technology represents a step forward for
Customs as it offers several opportunities for them, from
collecting accurate data to automatically detecting fraud and
collecting taxes and duties.

1.4. Electronic readiness

Persons and Mackin (2020, as cited in Salvador-Carulla et al., 2024)
observe that:

Identifying the readiness of implementation projects informs
decision makers about the progress of projects towards
maturity, facilitates funding decisions and resource allocation,
as well as the design of risk mitigation plans. Regular
assessment of the maturity of a project or program is
considered best practice for program management through the
use of defined processes, a knowledge-based approach and
readiness standards.

1.5. A gap in knowledge

An analysis of reports from the WCO and various countries (Dubai,
Singapore, China, the United States, etc.) reveals efforts to implement
blockchain in customs operations (WTO and WCO, 2022). However, a
scientific evaluation of their electronic readiness (e-readiness) remains absent.
To address this knowledge gap, this study investigates the e-readiness of the
Islamic Republic of Iran Customs Administration (Iran Customs) for
blockchain implementation.
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1.6. Research questions

This study aimed to answer two questions:

1. To what extent is Iran Customs electronically ready to
implement blockchain technology?

2. How does the e-readiness of Iran Customs rank across
various dimensions (organisational, individual, technological,
environmental and managerial) in the context of blockchain
implementation?

Specifically, how does the e-readiness of Iran Customs fare in terms of:

* organisational factors for blockchain adoption

* individual (personnel) capabilities related to blockchain
implementation

* technological resources available for integrating blockchain

technology

* environmental factors impacting the feasibility of blockchain
use in Iran Customs

* management practices and support for adopting blockchain
within the organisation.

2. Methodology

In line with its objectives and nature, the present study adopts both a
descriptive and exploratory research design. Given that the study was
conducted within a real, dynamic organisational setting and its findings have
practical applicability, it also qualifies as applied research.

2.1. Data collection

Given the nature of the research problem and the broad scope of the
subject, both library-based and field methods were utilised to ensure
comprehensive data collection. During the field research phase, data were
gathered through a researcher-developed questionnaire assessing customs e-
readiness, as well as a pairwise comparison questionnaire used to evaluate the
relative importance of the identified criteria. The dimensions and criteria
included in the questionnaires were initially derived from an extensive
literature review and subsequently refined through expert input obtained via
interviews with academics, professionals and blockchain managers. The
customs e-readiness questionnaire was administered to 44 I'T experts at Iran
Customs across several cities, including Tabriz, Zahedan, Bushehr and
Khorramshahr. The resulting data were analysed using both descriptive and
inferential statistical methods. Subsequently, pairwise comparison
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questionnaires were distributed to 17 experts, CEOs and managers affiliated
with the Iran Blockchain Association and the Sharif Blockchain Laboratory.
The sample size for the indicator identification phase (the phase where the
dimensions and criteria for the questionnaires were derived) comprised seven
individuals, while 17 participants were involved in the pairwise comparison
phase. Purposive sampling was employed due to the specialised nature of the
research concepts. Questionnaires were distributed in coordination with
participants’ supervisors, ensuring their familiarity with the subject matter.
The Analytic Hierarchy Process (AHP) method was used to analyse the
pairwise comparison data, determining the relative weights of each criterion
and sub-criterion.

2.2. Conceptual and analytical models

2.2.1. Conceptual model

To develop the research’s conceptual model for evaluating the e-readiness
of the customs organisation and promoting the implementation of e-
governmentz, we first employed a qualitative meta-analysis to examine the
main dimensions of validated e-assessment models related to the customs
organisation’s mission, specifically e-commerce at the industry or
organisational level. The aim of the qualitative meta-analysis was to provide
a comprehensive and interpretative overview of the data and research that
has addressed this specific topic. Qualitative meta-analysis seeks to integrate
and synthesise the theories, methods, and findings of existing research,
identify the fundamental elements of these studies, and conceptualise their
overall results and directions within a new framework, ultimately
interpreting and explaining these elements and findings. The significance
and applicability of this research method are enhanced by its role in
combining and integrating studies that have been conducted individually
and geographically dispersed (Zakir Salehi, 2007). The dimensions used in
this research to measure the e-readiness of the customs organisation are
derived from the findings of 16 models (presented in Table 1) for examining
e-readiness at the industry or organisational level. In the subsequent stage,
the frequency of each criterion across the different models was examined,
and after confirmation from senior management, the five dimensions with
the highest frequency were selected as the main dimensions of this research’s
conceptual model. These dimensions are organisational factors, individual
factors, technological factors, environmental factors and managerial factors,
forming the research’s conceptual model (Figure 1).

2 E-government refers to the use of digital technologies, particularly the internet, by government agencies to deliver information, services, and
interactions with citizens, businesses, and other arms of government efficiently, transparently, and responsively.
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Electronic readiness to

implement blockchain
Organisational Individual Technological Environmental Managerial
readiness readiness readiness readiness readiness

Figure 1. Conceptual model development.

Source: Authors.

2.2.2. Analytical model

Next, an analytical model (Table 1) was developed to define the proposed
model’s variables objectively and measurably. A pairwise comparison
questionnaire was constructed, which included demographic and specialised
questions (n = 37) on a S-point Likert scale (1 = very low, 5 = very high).
The questionnaire was administered in both face-to-face and online formats
by blockchain experts. The analytical model of the study, along with the 16
models used, is presented in Table 1.

Table 1. Analytical research model.

E- Organisational The organisation has a separate information management unit Van Akkeren &
readiness readiness and information and communication technology (ICT) Cavaye, 1999
strategies Huanget al.,
Information security and recovery programs 2004
KPMG, 2000
Effective and timely revision plans in the organisation’s ICT Mutula & Van
strategy Brakel, 2006
. - .. Premkumar et al.,
Training programs and capacity-building initiatives for an e- 1997
readiness organisation Rashid & Al-
Execute online business transactions in the organisation Qirim, 2001
K. Zhu &
Kraemer, 2002
Ling, 2001
Haghighi Nasab
&Hassani
Masouleh, 2006
Individual Employee ability to manage and maintain information in the Molla & Licker,
readiness organisation 2005
. Mutula & Van
Employee access to ICT skills Brakel, 2006
Adequate technical support for the organisation Choucrietal,
Employees’ tendency to use ICT to do business éggﬁld &AI-
Ability to access, analyse and use the information of Qirim, 2001
international origin Ruikar et al.,
2006
Technological High bandwidth access to networks and the use of information Huanget al.,
readiness systems in the organisation 2004
© R Molla & Licker,
Network connection quality 2005
Variety of communication channels available in the Mutula & Van
organisation to implement information systems Brakel, 2006
- - - - van Heck &
The quality of online transactions such as e-commerce in the Ribbers, 1999
organisation Ozer, 2005
The mechanism for analysing, designing and implementing Choucrietal,
information systems 2003
Rashid & Al-
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Qirim, 2001
K.Zhu &
Kraemer, 2002
Ruikar et al.,
2006
Environmental The organisation’s electronic business environment van Heck &
readiness . Ribbers, 1999
Government support and Iegal mfra.structun.a, as well as I.egal Mutula & Van
mechzjmls!ns for implementing new information systems in the Brakel, 2006
organisation Ozer, 2005
Global access to implement information systems in the Premkumar et al,,
organisation 1997
- N X X Rashid & Al-
National ICT network security for business transactions Qirim, 2001
The level of e-readiness of neighbouring organisations for L.Zhu &
electronic communication and the use of software (such as a Thatcher, 2010
Single Window) K.Zhu &
Kraemer, 2002
Haghighi Nasab
& Hassani
Masouleh, 2006
Managerial Support, emphasis and priority of ICT by managers in the Van Akkeren &
readiness organisation Cavaye, 1999

Bagheri Dehnavi
etal.,, 2012
Harrisonetal.,
Project management in various fields 1997

. . . R R . Huanget al,,
Level of risk-taking, logic, interaction and business decision- 2004

making processes Julien &

Raymond, 1994
KPMG, 2000
Molla & Licker,
2005

Mutula & Van
Brakel, 2006
Ruikar et al.,
2006

Management change and up-to-date management to improve
the ICT situation in the organisation

Source: Authors.

2.3. Data analysis

To assess the customs e-readiness questionnaire validity, the Confirmatory
Factor Analysis (CFA) method was employed. In general, within the factor
analysis technique, if most items designed to measure a specific component
exhibit high factor loadings (typically greater than 0.30), the component is
considered to have adequate construct validity.

To evaluate the reliability and internal consistency of the customs e-
readiness questionnaire, Cronbach’s alpha method was used, employing
IBM SPSS Statistics version 19 software. The Cronbach’s alpha coefficient
was calculated using the following formula:

J Z?:l 57

Ta = m(l - ! ) (Equation 1)

where: the number of item subsets in the questionnaire = J, the variance

of the subtest | = s? and the total variance of the questionnaire = s2.

For this purpose, a pilot sample consisting of 30 pre-test questionnaires
was administered. Using the data obtained from this pilot study and SPSS
statistical software, the reliability coefficient was calculated using Cronbach’s
alpha method. Cronbach’s alpha coefficients for the research variables and
their dimensions are presented in Table 2.
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Table 2. Cronbach’s alpha coefficient for the research variables

Organisational readiness 0.834
Individual readiness 0.867
Technological readiness 0.896
Environmental readiness 0.852
Managerial readiness 0.888
All alpha questionnaire 0.951

Source: Authors.

Given that the Cronbach’s alpha values for all research variables were
above 0.80, the questionnaire was considered to have satisfactory internal
consistency and reliability.

To assess the reliability of the pairwise comparison questionnaire, the
consistency ratio (CR) was used. Based on the results obtained using Expert
Choice software — a decision support tool built on the AHP and designed
to facilitate structured, transparent, and efficient decision-making — the
consistency ratios for the sub-criteria of organisational, individual,
technological, environmental, and managerial readiness were 0.03, 0.10,
0.06, 0.03, and 0.04, respectively. The overall inconsistency rate for the
pairwise comparisons was 0.05, which is below the acceptable threshold of
0.10. Therefore, the consistency of the comparison matrix was confirmed,
and the data were considered reliable.

Bartlett’s test and the Kaiser-Meyer-Olkin (KMO) index were used to
confirm the sample size’s adequacy for factor analysis. As shown in Table 3,
the Bartlett’s test’s significance level (p-value =0.000) is less than 0.05,
indicating a strong correlation matrix suitable for factor analysis.

Table 3. Bartlett’s test and KMO index.

Statistic KMO Test statistic 0.749
Chi-square test 703.656

Bartlett’s test df 300
p-value 0.000

Source: Authors.

Results
2.4. Sample demographics

This section provides an overview of the study participants. Among
respondents (n = 44), seven (15.9%) were female and 37 (84.1%) were male.
Similarly, experts (n = 17) included one female (5.9%) and 16 males (94.1%).

Educational attainment varied within both the respondent and expert
groups. The highest frequency for respondents was a bachelor degree (21
people, 47.7%), while only one respondent (2.3%) held a doctoral degree or
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higher. Likewise, most experts possessed a bachelor degree (six people,
35.3%), with the least frequent being an associate degree (two people,
11.8%).

Experience also differed across groups. Respondents most often had
10-15 years of service (15 people, 34.1%), while the least frequent category
was less than five years of service (six people, 13.6%). Experts, on the other
hand, had the highest frequencies in both the 5-10 years and more than 20
years of service categories (five people each, 29.4%), with the least frequent
being 15-20 years of service (one person, 5.9%).

Expertise in specific fields varied among experts. The most frequent field
was software engineering (five people, 29.4%), while the least frequent
included accounting, engineering, architecture, veterinary medicine,
blockchain, information technology, technology management, economics,
mathematics, artificial intelligence, and security information systems (all one
person each, 5.9%). Notably, all expert job positions had a single
representative (one person each, 5.9%).

2.5. E-readiness of Iran Customs

The study found that Iran Customs has a low level of e-readiness for
adopting blockchain technology. The overall e-readiness score was 2.65. An
analysis using AHP ranked the five dimensions of e-readiness from highest
to lowest:

1. Organisational readiness (score: 2.903, weight: 0.772): This
dimension stands out as the most critical factor for overall e-
readiness, boasting the highest score and weight derived from
the AHP method. It emphasises the importance of a well-
structured organisation with a dedicated information
management unit, robust ICT strategies and strong training
and capacity-building initiatives for employees. These
elements lay a strong foundation for successful e-readiness.

2. Environmental readiness (score: 2.73, weight: 0.732):
Ranked second in importance with a weight only slightly
lower than organisational readiness, this dimension
highlights the significance of external factors that support e-
readiness. These include a supportive electronic business
environment, government backing for technological
initiatives, and a sound legal infrastructure with effective
enforcement mechanisms. A strong external environment
fosters conditions conducive to e-readiness adoption.

3. Individual readiness (score: 2.504, weight: 0.476): Ranked
third based on its weight, this dimension focuses on the
preparedness of the workforce for e-readiness. It emphasises
employees’ ability to effectively manage and maintain
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information, alongside their access to and proficiency in
using ICTs for business transactions. The score suggests
room for improvement, and addressing individual readiness
is crucial for successful e-readiness implementation.

4. Managerial readiness (score: 2.576, weight: 0.363): Ranked
fourth, this dimension highlights the importance of
leadership buy-in for e-readiness initiatives. It emphasises the
need for managerial support for ICT initiatives, clear
prioritisation of ICT within the organisation, and a
management team that embraces change and stays up-to-date
with evolving technologies. While its weight is slightly lower
than individual readiness, strong managerial support is
essential for driving e-readiness forward.

5. Technological readiness (score: 2.484, weight: 0.335): While
receiving the lowest weight (indicating the least developed
area), this dimension still holds importance. It focuses on the
technological infrastructure in place to support e-readiness.
Within this dimension, the mechanisms for analysing,
designing and implementing information systems are most
crucial. The score suggests a need for investment — a robust
technological foundation is necessary for effective e-readiness.

3. Discussion

The overall results indicate that Iran Customs has a low level of e-
readiness for blockchain adoption. This highlights the need to address

weaknesses across all dimensions, particularly focusing on:

* Strategic planning: Strengthening the organisation’s strategic
planning methodology to facilitate change management,
mitigate risks and optimise resource allocation

* Change management: Implementing effective change
management strategies to reduce resistance and ensure user
buy-in for blockchain adoption

* Human resource development: Developing training
programs and capacity-building initiatives to enhance
employees’ ICT skills and knowledge in managing and
maintaining information

* Managerial support: Fostering a culture of innovation and
support for ICT initiatives within the organisation’s

leadership
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* Technological infrastructure: Upgrading and investing in
information systems to ensure robust analysis, design and
implementation capabilities.

3.1. Potential benefits of blockchain for Customs

This study also explored the potential benefits of blockchain technology

for customs organisations, as follows:

* Enhanced security: Private and permissioned blockchains can
create secure networks for collaboration between customs
authorities, law enforcement agencies, financial institutions
and other relevant stakeholders. This facilitates information
sharing, investigation and coordinated action against illegal
activities within the global supply chain.

* Streamlined trade finance: Blockchain-based ecosystems
developed by financial institutions can simplify and expedite
trade finance processes, promoting a paperless environment.
This provides participating organisations with real-time
updates on banking activities, potentially preventing misuse
for illicit financial flows.

* Smart contracts: Smart contracts enable secure and
automated interactions between network members, even
those who are unrelated or have different systems. This
significantly reduces documentation costs associated with
logistics and financing processes.

* Increased transparency: Blockchain technology provides a
high degree of transparency for all participants involved in
cross-border trade. Supply chain tracking, monitoring and
connection are facilitated, leading to improved visibility into
cargo movement, financial flows and international
transactions.

* Automated customs clearance: Smart contracts can automate
customs clearance processes based on predefined rules,
reducing human error and manual intervention. This
expedites customs clearance and eliminates unnecessary
formalities, promoting agility within the supply chain.

* Improved information access: By integrating with blockchain
platforms, customs organisations can improve access to and
retrieval of information from the early stages of the supply
chain, enhancing collaboration with supply chain

stakeholders.
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4.2. Limitations of the study

This study has some limitations that should be considered when
interpreting the findings. Firstly, the study relied on a sample of 44 customs
staff members from four Iran customs offices. While this sample provides
valuable insights, a larger and more geographically diverse sample could
increase the generalisability of the findings to other customs organisations.

Secondly, the data collection primarily relied on a researcher-designed
questionnaire. While this approach facilitated efficient data collection, in-
depth interviews with customs staft and blockchain experts could have
provided richer qualitative data to further understand the specific challenges
and opportunities related to e-readiness.

Finally, the study focused on a single customs organisation in Iran. The
speciﬁc context of Iran’s customs environment, including government
regulations, technological infrastructure and cultural factors, may influence
the e-readiness assessment. Future research could explore e-readiness for
blockchain adoption in customs organisations from different countries to
identify potential variations and commonalities.

4, Conclusion

This study revealed that Iran Customs has a low level of e-readiness for
blockchain adoption. Focusing on strategic planning, change management,
human resource development and technological infrastructure
improvements could significantly enhance its e-readiness. Blockchain
technology offers numerous advantages for Customs, including enhanced
security, streamlined trade finance processes, increased transparency,
automated customs clearance and improved information access. By
addressing its e-readiness gaps and capitalising on these benefits, Iran
Customs can achieve a more efficient, secure and transparent trade
environment.
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